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The National Orthopaedic Hospital Cappagh, (“Hospital”, “our”, “we” or “us”), as data 
controller or as data processor, is committed to: 

• Protecting the privacy of your Personal Data collected as part of the patient process 
and 

• Meeting the requirements of the General Data Projection Regulation (GDPR) and the 
Data Protection Act 2018. 

The purpose of this notice is to clearly communicate how we deal with your personal data 
which includes your medical information. 

Our commitment is that your personal data will be: used lawfully, fairly and in a transparent 
way; collected only for valid purposes and not be used in a way that is incompatible with those 
purposes; accurate and amended on request; held securely; and kept as long as necessary and 
for the purposes we have told you about. 
 

What information do we collect about you? 

The Hospital collects different categories of personal data about you, as a patient, that is 
reasonably necessary to deliver the required health care services and for the administration 
and operation of the hospital.  We use your data to ensure that the right decisions are made 
about your care, that your treatment is safe and effective and that we work effectively with 
our partner organisations who are part of our healthcare delivery. 

• How do we collect personal your data? 

We usually collect your personal data directly from you by our staff, by hospital consultants, 
by GP’s, or by other healthcare professionals who refer you to the Hospital, or who are involved 
in your treatment.  Sometimes we request other healthcare providers, such as other hospitals 
or other care facilities, and pharmacies, to provide us with data relating to you to improve the 
quality of our service to you. In cases of emergency, we may receive your data from emergency 
services, such as the Gardai or the ambulance services. We receive this data purely for the 
purpose of ensuring the service we provide to you is of the highest standard. 

• What is the legal basis for processing your personal data? 

The primary legal basis for processing your personal data is, under Article 6(1)(b), that 
processing is necessary for ‘contractual performance’.  The contract may be directly between 
the Hospital and the patient or indirectly between the Hospital and the patient if funded by 
the HSE.    

The legal basis of ‘legal obligation’, under Article 6(1)(c), applies where the Hospital is obliged 
to fulfil a statutory or regulatory obligation.  The legal basis of processing in the performance 
of a task carried out in the ‘public interest’ may arise where the Hospital is acting on behalf of 
the HSE in the fulfilment of a public duty. The legal basis of protecting your ‘vital interests’, 
under Article 6(1)(d), may also arise in the course of your treatment where there is a potential 
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or actual danger to your health.  The hospital uses ‘legitimate interests’ under Article 6(1)(f), as 
a legal basis where the processing is required in support of the hospital’s interests. 

The primary legal basis for processing special category data and ‘data concerning health’ is 
Article 9(2)(h), that processing is necessary for the purposes of preventive or occupational 
medicine, for the assessment of the working capacity of the employee, medical diagnosis, the 
‘provision of health or social care’ or treatment or the management of health or social care 
systems and services. 

On occasion the Hospital uses the legal basis of ‘consent’ Article 6(1)(a) or ‘explicit consent’ 
Article 9(2)(a) when processing your personal data.  Under the GDPR   ‘consent’ of the data 
subject means  

any freely given, specific, informed and unambiguous indication of the data subject’s wishes by 
which he or she, by a statement or by a clear affirmative action, signifies agreement to the 
processing of personal data relating to him or her; 

• What is the purpose of processing your personal data? 

The following outlines that categories of data, the purpose of the processing and the legal basis 
for processing. 

Category of Data Description Purpose of Processing Legal Basis for 
Processing 

Identification 
Information. 

Name, Date of Birth, 
Medical Card Number, 
Medical Record Number. 

To facilitate 
administration and 
processing of admissions. 
 

Contractual 
performance. 

Contact 
information. 

Home address, email 
address, phone numbers, 
‘In case of emergency’ 
contacts, persons to 
whom the patient 
consents the disclosure of 
personal data; 
Your GP details, 
Consultant details, details 
of referring party. 

To communicate with 
patients, to notify you of 
appointments, to provide 
you with medical and 
health information. 
 
To facilitate contact with 
friends or family 
regarding discharge 
arrangements. 
 

Contractual 
performance. 

Mobile Number. To send SMS messages 
reminding you of 
upcoming appointments. 

Consent. 
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Other contacts To share data on patient 
status to authorised third 
parties (family, friends, 
etc.). 

Consent. 

Prescriptions. Prescriptions for ongoing 
medical needs. 

To provide for on-going 
treatment. 

Vital Interests. 
 
Provision of 
health or 
social care.   
 

Dietary 
requirements. 

Dietary preferences and 
special needs. 

To plan catering needs 
and ensure effective 
administration and 
operation of the hospital. 

Contractual 
performance. 
 
Vital Interests. 
 
Provision of 
health or 
social care.   
 

Medical History. Pre-Assessment Clinic 
Questionnaire, Medical 
history, detailed hospital 
records, lifestyle, previous 
x-rays, MRIs, family 
medical history, infection 
control details. 

To inform clinicians and 
healthcare professionals 
providing care and to 
deliver hospital and 
related healthcare 
services. 
 
 

Vital Interests. 
 
Provision of 
health or 
social care.   
 

Planned 
treatments and 
procedures. 

Consent forms, planned 
procedures, preliminary 
test results.  

To assess suitability for 
medical procedures. 
 
To schedule theatres, 
rooms, investigations, 
and appointments. 
 
To ensure the quality of 
healthcare services. 
 
To ensure the effective 
capacity management 
and administration of the 
hospital. 
 

Contractual 
performance. 
 
Legitimate 
interest in 
ensuring 
capacity 
management 
and the 
effective use 
of hospital 
resources. 
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Patient data 
collected before 
and during 
treatment. 

Data on patient treatment 
before and during the 
procedures; diagnostic 
data.  
 
  

 
 
To monitor the health 
and wellbeing of patients 
during the course of 
treatment. 
 
To ensure the quality of 
healthcare services. 
 
 

Contractual 
performance. 
 
Vital Interests. 
 
Provision of 
health or 
social care.   
 

Patient notes and status 
to facilitate handovers 
among nursing staff at 
shift changes. 
 

Patient data 
collected post-
treatment. 

Discharge Letters Post-
treatment, results and 
procedural details for 
referring healthcare 
practitioners for ongoing 
healthcare. 
 

To allow for the provision 
of appropriate after care. 
 
To ensure the quality of 
healthcare services. 
 

Contractual 
performance. 
 
Vital Interests. 
 
Provision of 
health or 
social care.   
 

Details of follow-up visits 
for monitoring of the 
patient’s condition. 

Social Worker.  Data on Social worker 
interactions. 
 
PPSN. 

To support patients’ 
social needs. 
 
To obtain patient services 
from Health Service 
Executive and the 
Department of Employee 
Affairs and Social 
Protection. 
 

Legal 
obligation. 
 
Provision of 
health or 
social care.  
 

Implant data.  Details of implant devices 
or materials labelled with 
patient data. 

Data on implanted 
devices are also 
monitored via data which 
is automatically 
transmitted to external 
databases. 

Legal 
obligation. 
 
Provision of 
health or 
social care.   
 

Bone Bank 
Information. 

Donor and recipient 
patient data 

To provide for traceability Legal 
obligation. 
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Provision of 
health or 
social care.   
 

Laboratory results Details of patient’s lab 
tests and results 

To provide ongoing 
services and traceability 

Legal 
obligation. 
 
Provision of 
health or 
social care. 

MRI  NIMIS is the National 
Integrated Medical Imaging 
System developed by the 
HSE and processes patient 
personal data to capture 
and store Radiology, 
Cardiology and other 
diagnostic images 
electronically. 
 

To allow the secure, 
electronic sharing of images 
between specialists for 
faster and improved 
diagnosis and therefore to  
improve patient experience 
and care for all. 

Contractual 
obligations. 
 
Provision of 
health or 
social care.  
 

Billing Information Health Insurance Policy 
Number, Insurance 
details, Payment details, 
Information in relation to 
treatment as a result of 
Road Traffic Accident, 
Details Treatments 
received. 
 

To facilitate payment for 
procedures and 
healthcare services; 
 
To generate accurate 
invoices for treatments 
and/or supplies; 
 
To allow for re-
imbursement of claims by 
HSE, National Treatment 
Purchase Fund, Insurance 
Companies and 
Individuals. 

Contractual 
obligation. 
 
Legitimate 
interests of 
effectively 
managing 
hospital and 
effectively 
utilising 
capacity and 
resources. 

Infectious Diseases  Data on Infectious 
Diseases. 

To notify Medical Officer 
and Director of Public 
Health of certain 
diseases. 
https://www.hpsc.ie/ 

Public 
Interest. 
 
Legal 
obligation. 
 

Cancer-related   Data on cancer 
treatment.  

The data is used to 
monitor trends and 
outcomes in different 
cancer types. 
In accordance with  

Public 
interest. 
 
Legal 
obligation. 

https://www.hpsc.ie/
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Haemochromatosis 
data  

Haemochromatosis data.  The use of the data is 
necessary to ensure high 
standards of quality and 
safety of health care. 

Public 
Interest. 
 
Legal 
obligation. 
 

Quality 
Management 

Patient feedback, 
enquiries received, 
Accreditation, audits, 
patient experience . 

To facilitate the 
improvement of services 
and the efficient 
operation of the hospital.  
 
To evaluate and improved 
patient safety. 

Public Interest 
 
Legitimate 
interest in 
improving and 
expanding 
services. 

Capacity and 
service 
management. 

Patient statistical and 
service usage data.   

To ensure our services 
can be planned to meet 
future needs of patients 
and enhance the ability of 
the hospital to deliver 
improved and expanded 
services.  

Complaints & 
Incidents. 

Details of complaints and 
incidents.  Log of calls 
received, log of 
complaints received, 
adverse occurrence forms 
submitted. 

To minimise the impact of 
adverse events. 

Legitimate 
Interests of 
security, 
health & 
safety. 
 
Legal 
obligation. 
 
Provision of 
health or 
social care.   
 

Hospital Security. CCTV footage To protect the security 
and safety of patients, 
staff and visitors. 

 

How long do we retain information? 

We retain your personal data in line with national healthcare policies and practice. 
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Who do we share your data with? 

In the provision of medical and healthcare services we share personal data with various internal 
and external parties.  We disclose your information to the following:  

• In the Hospital to Medical Consultants and Health Practitioners such as Pharmacists, Social 
Workers, Nurses, Physiotherapists, Dieticians, SLT therapists, Podiatrists, and Clinical 
Psychologists involved in your treatment.  

• Hospital staff who require access to patient data for a particular function; Admissions, 
Finance, Catering, IT, Data Protection and Quality Management. 

• Your GP(s) and other healthcare professionals involved in your treatment. 

• Healthcare specialists whose opinion may aid us in effective medical diagnosis and / or 
treatment.  

• Other hospitals and Healthcare providers we engage to assist with your treatment. 

• Health insurance providers, HSE, NTPF for treatment reimbursement. 

• Legal representatives with appropriate legal standing or authorisation or a formal court 
order or summons. 

• In fulfilment of our legal obligations to Government Departments and Statutory bodies 
including Dept of Health, Dept of Social Protection, Túsla, Health Research Board, Health & 
Safety Authority and An Gardaí Siochána. 

• The Irish National Orthopaedic Register to monitor the safety of implants and support 
hospitals should an implant recall occur. 

• Details of incidents and complaints to the National Incident Management System which is 
the principal source of national data on incident and claim activity for the Irish health 
service. 

• To assist in the resolution of technical issues, to technical and support service providers 
who manage IT related services and telecommunications. 

• Training healthcare professionals. Students and other trainees may have access to your 
personal data for the purpose of their hospital placement.  

• We anonymise, pseudonymise or aggregate your data for use in service management 
capacity planning and service development for the Hospital, our associated hospitals and 
the HSE. 

• Subject to your explicit consent we may use your personal data for Health Research in 
accordance with the Health Research Regulations.  If you agree to be involved a full 
explanation will be given and your consent will be obtained before proceeding. 

• Any party who you have consented for us to speak with (family, friends or otherwise) 
regarding your treatment. Your next of kin, where you are not in a situation to grant us 
permission.  
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We take steps to ensure that any third-party partners who handle your information comply 
with data protection laws and protect your information to the same extent as we do. We only 
disclose personal information that is necessary for them to provide the service that they are 
undertaking on our behalf. We will aim to anonymise your information or use aggregated non-
specific data sets where possible.  

How does the Hospital store your data? 

The Hospital stores patient personal data in the Patient Chart.  Hospital IT systems store patient 
data for the purpose of administering the hospital and delivering patient services, for tracking 
information is relation to MRI scans, test results, etc. We use electronic systems for 
communications between clinicians, other healthcare professionals, administrators and 
management staff in the delivery of healthcare services. 

The Hospital implements appropriate steps to protect your personal data from misuse, 
interference, loss, unauthorised access, modification or disclosure.  Confidential paper records 
are stored securely in locked offices or file stores when not in use.  We also store paper records 
off-site with secure storage providers. 

We use technology such as fire-walls, anti-virus tools, monitors and encryption to secure 
personal data held electronically.  Our staff follow procedures for the safe keeping of access 
control records and passwords. Our staff are bound by confidentiality agreements in relation 
to the access to and use of personal data and only receive access on a need to know basis. 

Outside of the European Economic Area 

We do not generally transmit your data outside of the European Economic Area. If, in order to 
fulfil your treatment, we are obliged to do so, we will ensure that the data is transferred in a 
secure manner, in accordance with data protection legislation.  If you would like more 
information about the relevant safeguards in place for the transfer of personal data to 
countries or companies outside the European Economic Area, please contact us using the 
details outlined below. 
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What are your rights? 

Under the GDPR you have the following rights: 

• Your Right of access  

You have the right to find out if the Hospital is using or storing your Personal Data. This 
is called the right of access. You exercise this right by asking for a copy of the data, 
which is commonly known as making a ‘Subject Access Request’.  There are some 
exemptions, which means you may not always receive all the information we process.  

• Your right to rectification 

You have the right to ask us to rectify information you think is inaccurate.  

• Your right to erasure 

You have the right to have your information deleted or we may delete your data under 
the following conditions: 

• the Personal Data are no longer necessary in relation to the purposes for which 
they were collected, or otherwise processed  

• you withdraw your consent where there is no other legal ground for the 
processing;  

• the Personal Data have been unlawfully processed;  

• the Personal Data have to be erased for compliance with a legal obligation.  

This may not apply when the Hospital is complying with a legal obligation, or performing 
a task in the public interest or for archiving or research purposes, or for exercise of the 
defence of a legal claim.  

• Your right to restriction of processing 

You have the right to ask us to restrict the processing of your information in certain 
circumstances.  

• Your right to object to processing 

You have the right to object to processing if we are able to process your information 
because the process forms part of our public tasks, or is in our legitimate interests.  

• Your right to data portability 

This only applies to information you have given us. You have the right to ask that we 
transfer the information you gave us from one organisation to another, or give it to 
you.  
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Further information on your rights 

Further information on your rights is available at the Data Protection Commission website: 
www.dataprotection.ie/en/individuals/rights-individuals-under-general-data-protection-regulation. 

• How to exercise your rights 

You can exercise your rights and/or if you wish to make a request by contacting us  

• Email at dpo@cappagh.ie or  
• Phone on +353 (0)1 814 0447.   

Whenever you contact us to ask about your Personal Data, we may ask you to verify your 
identity. This is to help protect your privacy. 

What can you do if you have a complaint about the use of your Personal Data?  

Our Data Protection Officer oversees how we collect, use, share and protect your Personal 
Data to ensure your rights are fulfilled. If you have a complaint about the use of your Personal 
Data, please contact our Data Protection Officer at dpo@cappagh.ie or by telephoning on +353 
(0)1 814 0447 giving us the opportunity to put things right as quickly as possible. We fully 
investigate all complaints.  

You may also contact the Office of the Data Protection Commission:  

• Visit their website www.dataprotection.ie.  
• Email info@dataprotection.ie  
• Phone on +353 (0)57 8684800 or +353 (0)761 104 800  
• Write to: Data Protection Commission, 21 Fitzwilliam Square South 

Dublin 2, D02 RD28. 

How will the Hospital make updates to this notice?  

We are required under the GDPR and the Data Protection Act 2018 to notify you of the 
information contained in this privacy notice.  The notice applies to current and former patients 
and service recipients.  This notice does not form part of any contract of employment or other 
contract to provide services.  We may make changes to this notice from time to time, 
particularly if we change how we use Personal Data, or change our technology and products. 
You can always obtain an up-to-date version of this notice by contacting us at dpo@cappagh.ie 
or by accessing our website at www.cappagh.ie/privacy-notice.   

 

 

https://www.publicjobs.ie/en/data-protection#what-can-you-do-if-you-have-a-complaint-about-the-use-of-your-personal-information
mailto:dpo@cappagh.ie
https://www.publicjobs.ie/www.dataprotection.ie.
mailto:info@dataprotection.ie
https://www.publicjobs.ie/en/data-protection#how-will-pas-make-updates-to-this-notice
mailto:dpo@cappagh.ie
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Glossary of Terms 

The following are a list of some terms used in this notice and in relation to Data Protection:  

‘personal data’ is defined as any information relating to an identified or identifiable 
natural person (‘data subject’); an identifiable natural person is one who can be 
identified, directly or indirectly, in particular by reference to an identifier such as a name, 
an identification number, location data, an online identifier or to one or more factors 
specific to the physical, physiological, genetic, mental, economic, cultural or social 
identity of that natural person 

‘processing’ means any operation or set of operations which is performed on personal 
data or on sets of personal data, whether or not by automated means, such as 
collection, recording, organisation, structuring, storage, adaptation or alteration, 
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise 
making available, alignment or combination, restriction, erasure or destruction; 

‘special category of data’ includes personal data revealing racial or ethnic origin; 
political opinions; religious or philosophical beliefs; trade union membership; genetic 
data and biometric data processed for the purpose of uniquely identifying a natural 
person; data concerning health; data concerning a natural person’s sex life or sexual 
orientation. 

‘pseudonymisation’ means the processing of personal data in such a manner that the 
personal data can no longer be attributed to a specific data subject without the use of 
additional information, provided that such additional information is kept separately and 
is subject to technical and organisational measures to ensure that the personal data are 
not attributed to an identified or identifiable natural person 

‘processor’ means a natural or legal person, public authority, agency or other body 
which processes personal data on behalf of the controller 

‘consent’ of the data subject means any freely given, specific, informed and 
unambiguous indication of the data subject’s wishes by which he or she, by a statement 
or by a clear affirmative action, signifies agreement to the processing of personal data 
relating to him or her 

‘personal data breach’ means a breach of security leading to the accidental or unlawful 
destruction, loss, alteration, unauthorised disclosure of, or access to, personal data 
transmitted, stored or otherwise processed 

‘data concerning health’ means personal data related to the physical or mental health 
of a natural person, including the provision of health care services, which reveal 
information about his or her health status; 
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